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MEMORANDUM FOR THE RECORD

FROM: L 25X1
Chief, CAMS Division/ODP

SUBJECT: Possible Compromise of Classified Material 25X1

REFERENCE: | | Memorandum, Subject: Possible 25X1

Compromise of Classified Material, dated 2 August 1982

1. This memorandum presents a damage assessment from the
Office of Data Processing regarding a possible compromise of
classified material which occurred |on 25X1
27 July 1982. The actual details leading up to the discovery are
presented in the referenced memorandum. Briefly stated, four

documents with various classifications were found in a unsecure
environment. They were:

1) "Recommended Enhancement Report, COMIREX
Automated Management System (CAMS)"
dated 5 November 1976.

2) "Contractual Assistance in Support of CAMS
Top-Level Requirements for Mid-1980s"

3) Datacom Outgoing

4) "The Intelligence Community Staff, Telephone
Directorz, dated 21 May 198Q. 25X1

2. This damage assessment report can only address CAMS-
related material and as such only addresses the first two documents.
The third item is a group of unfilled forms marked SECRET. The
source of these is unknown. The damage assessment for these forms
is more appropriately addressed by Datacom personnel. The fourth
document was classified CONFIDENTIAL and contains the names and
phone numbers of management personnel in the IC Staff. The damage
assessment for this document is more appropriately addressed by

the IC Staff. 25X1
25X1
25X1
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3. The first document was a draft, "Recommended Enhancement
Repo Management System (CAMS)", prepared by
the under contract to| the 25X1

COMIREX ADP Coordinator. It was eventually released in final form
in December of 1976. The document was a very rough draft consisting
of many "cut and paste" pages from apparently quite a few documents.
Some of these pages had the classification of the original document.
Actual classification on the pages ranged from no markings at all
(some of which should have been TS/T-K), through SECRET to TOP
SECRET within the T-K control system channel. |

25X1

4. The intent of this document was a critique of the CAMS1
system which became operational in October 1976. It contained pages
from the initial CAMS User Manual, displaying selected data entry
menus along with recommended enhancements for. each. The purpose of
the CAMS]1 menus was to enable COMIREX member and staff personnel to
express nominations for national imagery collection, exploitation,
and products. The document, which was in rough draft form, should
have been classified as TOP SECRET/TALENT-KEYHOLE because it contains

25X1
ment

dld not contaln substantive information on current lmagery targets,
strategies, or quantitative/qualitative capabilities. Although the
document illustrated unfilled menus which contain collection tasking
parameters there is no description of the uses, valid values and
ranges, or other capabilities of these parameters. Even the units

25X1

5. If this document were compromised it is the opinion of
ODP that it would reveal:

1) }5x1

2) The existence of an Intelligence Community organ-
ization which manages the use of these systems;

3) Specific names of imagery systems and tasking
parameters; and,

4) The name of the compartmented system within which
the information is controlled.
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This document was prepared in 1976. Thus, the information which
it contains is obsolete in many areas. Nothing within this document
compromises ADP or telecommunication systems security items such

as passwords, user IDs, L s, equipment, or locations. 25X 1
According to the! iSecurity Officer (see reference)
‘there is no indi n that this document was compromised. However,

if compromised this information poses no significant threat to the 55X1
continued operation of CAMS.

6. The second document was evidently t initial draft of a
sole source justification for ODP to do mid-1980 25X1
CAMS] requirements for the CAMS Project Office. The document contains

two paragraphs in question with a pencilled portion marking of "s".
It is our opinion that this draft portion marking was incorrect and
would later have been changed to "U" in the final version. The in-
formation contained in those paragraphs represents no serious compromisegsy 1

7. ODP has taken positive steps to ensure that the inadvertent
removal of classified CAMS documents does not occur again. Effective
immediately, the outgoing materials for all Staff and contract personnel
who leave CAMS will be screened prior to their leaving the project.

25X1

CONCUR:
s/ 8/9 )22
/ —ADDA/ODP /Dat'é 25X1
/s/ - _2/9]3%
Bruce T. Johnson, D/ODP " Date.
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Subject: Possible Compromise of Classified Material.[::] 25X1
DDA/ODP/A/CAMS Division| (9 August 82) 25X1

Pistribution:

A - DD/ODP 25X1
2 - DD/ODP

3 - DD/ODP

4 - DD/ODP

5 - CAMS Division/ODP Files (Govt)
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